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 Abstract 

 This  white  paper  explores  areas  of  growth  that  stewards  of  custom  applications  can  use  to 
 ensure  the  business  data  they  collect  and  store  on  behalf  of  their  end-users  will  be  more 
 secure than it is today. 

 No  technical  director  or  leader  wants  their  company  to  be  the  next  data  breach  headline.  The 
 techniques  presented  in  this  white  paper  can  make  great  strides  to  mitigate  that  risk  and 
 ensure the most advantageous return on investment while sustaining business continuity. 

 Executive Summary 

 To  move  faster,  many  development  teams  have  turned  to  automation,  cloud  technologies, 
 microservice  architectures,  and  open-source  code  to  scale  and  accelerate  the  software 
 solutions  they  provide  in  the  marketplace.  While  this  increases  the  speed  at  which  software  is 
 developed, the caveat that comes with it is the introduction of new complexities and risks. 

 From  well-publicized  critical  infrastructure  attacks  to  significant  supply  chain  breaches, 
 enterprise  software  leaders  know  that  nefarious  actors  constantly  find  new  ways  to  target 
 confidential information in applications. 

 In  this  ever-evolving  modern  application  development  landscape,  security  can  no  longer  be 
 just  a  checklist  that  is  seldom  reviewed.  Security  must  now  be  ingrained  in  the  culture,  just  as 
 important to the software development life cycle as peer code reviews and proper linting. 

 Due  to  our  company’s  exposure  to  a  vast  array  of  client  structures,  industries,  and  sizes, 
 Keyhole  Software  consultants  are  uniquely  positioned  to  understand  the  mounting  needs  of 
 business  stakeholders.  Frequently  we  work  with  clients  to  speed  up  the  TTM  (time  to  market) 
 and  meet  the  requirements  of  enterprise  architects  and  Information  Security  professionals  on 
 the applications we help build. 

 We  take  that  expertise  to  present  to  you  this  white  paper.  Our  goal  is  to  provide  key 
 takeaways  that  software  leaders  can  implement  to  lessen  the  surface  areas  in  which 
 organizations risk application vulnerabilities. 
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 Enterprise Landscape 

 Several  key  shifts  in  application  development  architecture  have  altered  the  landscape  of  how 
 we have developed applications in the past few decades. 

 At  the  macro-level  view,  key  enterprise  application  architecture  shifts  included  the 
 movement  from  procedural  to  Object  Oriented  programming,  then  AJAX/SPA  (single-page 
 applications),  then  waterfall  to  agile,  and 
 then  microservices.  The  only  constant  in 
 technology  is  change,  and  as  consultants, 
 we  always  strive  to  be  ahead  of  the  next 
 major shift that can impact our clients. 

 Evidence  suggests  that  the  next  shift  our 
 clients  will  experience  is  a  widespread  effort 
 to  bring  security  into  a  more  tightly 
 integrated  part  of  the  software  development 
 life cycle (SDLC). 

 Outside  of  the  constantly-changing 
 enterprise,  this  is  due  in  part  to  a  systemic 
 need  for  cybersecurity—which  has  grown 
 exponentially  in  the  greater  landscape  of  our 
 society. 

 After  all,  businesses  suffered  50%  more 
 cyberattack  attempts  per  week  in  2021.  Last 
 year  also  saw  the  highest  average  cost  of  a 
 data  breach  in  17  years,  with  the  cost  rising 
 from  $3.86  million  to  $4.24  million  on  an 
 annual  basis.  Globally,  Ransomware  cost  the  world  $20  billion  in  2021,  which  is  expected  to 
 rise  to  $265  billion  by  2031.  It’s  no  wonder  why  cyber  perils  are  the  biggest  concern  for 
 companies globally in 2022, according to the Allianz Risk Barometer.  1 

 Keyhole  Software  desires  the  AppDev  industry  to  move  in  tandem  with  the  entire  software 
 community  to  have  a  broader  and  more  intentional  focus  on  securing  the  applications  we 
 build and playing a key role in that paradigm shift. 

 1  Cybersecurity in 2022 – A Fresh Look at Some Very Alarming Stats  . Forbes, Chuck Brooks, 2022. 
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 Security Culture 

 Now  that  businesses  are  automating  more  and  more  processes  through  custom  applications, 
 Keyhole  Software  continues  to  see  the  increased  importance  of  securing  not  just  the 
 infrastructure but also internal and client-facing applications. 

 It’s  important  to  note  that  security  is  a  constantly  changing  goal,  and  no  approach  will 
 mitigate  all  possible  risks.  It  is  in  everyone’s  best  interest  that  security  become  part  of  the 
 overall culture of developing applications.  2 

 But  more  than  half  of  those  companies  also  built  strong  customer  trust  and  improved  their 
 brand reputation, and a substantial number increased profitability and speed to market.  3 

 Address The People Element 
 The  2022  Verizon  Data  Breach  Investigations  Report  identified  that  people  —including 
 application  developers  and  end  users—were  involved  in  over  82%  of  all  breaches  globally, 
 including  social  attacks,  human  errors,  and  misuse.  4  The  human  element  is  a  risk  every 
 organization  needs  to  be  actively  managing,  and  a  strong  security  culture  creates  a  safe 
 environment for that to happen. 

 An  effective  security  culture  in  an  organization  will  generally  have  employees  who  recognize 
 their  role  in  endpoint  security,  participate  in  regular  training  programs,  and  actively  engage 
 with the behaviors and habits outlined by their security program. 

 An  ISACA  Cybersecurity  Culture  study  of  more  than  4,800  respondents  showed  that 
 two-thirds  of  organizations  that  successfully  implemented  a  cybersecurity  culture  with 
 substantial  employee  buy-in  said  they  reduced  cyber  incidents  as  a  result  .  That’s  a  huge 
 benefit in itself. 

   Suggestion:  Instill  the  concept  that  security  belongs  to  everyone  in  the 
 organization.  Establish  a  security  culture  that  promotes  buy-in  from  all  levels 
 of the organization. 

 The  stronger  your  security  culture  is,  the  more  likely  that  those  who  develop  and  interact  with 
 your applications will exhibit secure behaviors. This is critical in today’s environment. 

 It’s  important  to  note  that  all  members  of  an  organization  can  promote  positive  security 
 practices.  Consider  implementing  a  cross-functional  culture  team  to  instill  greater  employee 

 4  2022 Verizon Data Breach Investigations Report  -  Results and Analysis - Not the Human Element  . Verizon,  2022. 

 3  Cybersecurity Culture Report. Narrowing The Culture  Gap For Better Business Results  ISACA, CMMI Institute,  2018. 

 2  Secure Software Development: Best Practices, Frameworks,  & Resources  . HyperProof, 2022. 
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 buy-in  across  the  enterprise.  Outside  of  development  and  security  teams,  business  leaders 
 should tap into other internal resources: 

   Information  Security  personnel  can  educate  the  business  on  the  most 
 efficient security processes. 

   Senior  Management  must  set  security  as  a  standing  agenda  item  in  C-level 
 meetings,  ensure  adequate  training  resources,  and  address  conflicts  when 
 security concerns don’t align with business objectives. 

   The  IT  Department  maintains  the  entire  technical  infrastructure  and  collects 
 data for cybersecurity analysis. 

   Human  Resources  can  leverage  its  capacity  for  training  and  workshops  with 
 insights  on  staff  roles,  processes,  and  behaviors.  They  can  also  outline  security 
 protocols and guidelines during the onboarding process. 

   Legal  teams  can  provide  rapid  feedback  on  regulations  and  ensure  that  all 
 behavior monitoring adheres to workplace privacy laws. 

   Marketing/Communications  can  provide  the  tools  to  educate  staff  and 
 promote  internal  policies  through  in-house  channels,  emails,  tip  sheets, 
 posters,  and  webinars.  This  group  can  creatively  leverage  public  awareness  of 
 cyberattacks  from  news  headlines  to  promote  constructive  discussions 
 internally. 

 As  with  any  significant  change  to  enterprise  culture,  company  buy-in  is  paramount  to  the 
 success  of  the  shift.  Security  culture  is  not  something  that  can  grow  organically  but  must  be 
 championed  by  various  levels  of  an  organization’s  leadership.  5  Top-down  adoption  by 
 company  leaders  is  paramount  to  success,  as  is  bottom-up  adoption  from  development 
 teams. 

 Integrate Development and Security Teams 
 Across  our  clients'  industries  and  verticals,  we  at  Keyhole  Software  have  noticed  more 
 enterprise  InfoSec  architects  engaging  with  custom  applications  earlier  in  the  process  rather 
 than  at  the  end  of  most  PLCs.  There  are  other  visible  signs  of  this  shift,  such  as  the  DevOps 
 community rebranding itself into DevSecOps. 

 5  Security Culture: Goal Setting & Security Team Collaboration  .  OWASP Foundation, 2022. 
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   Suggestion:  Build  trust  and  break  down  silos  between  software  development 
 and  security  teams.  Engage  security  personnel  throughout  the  development 
 process. 

 We  suggest  that  organizations  engage  application  security  with  developers  earlier  in  the 
 software  development  lifecycle.  Doing  so  results  in  faster  fixes  and  less  wasted  energy 
 prioritizing and fixing vulnerabilities that pose little risk..  6 

 Additionally,  key  stakeholders  may  also  have  different  perceptions  of  risk—including  for 
 example,  what  events  constitute  major  versus  minor  risk.  Communication  helps  to  bridge  any 
 gaps  in  perception  and  expected  benefits  and  maintain  the  unity  of  purpose  among 
 stakeholders.  7 

 Industry  data  suggests  that  organizations  where  development  and  security  teams  are  tightly 
 aligned  fixing  more  security  vulnerabilities  at  a  rate  faster  than  teams  who  don’t.  Shift  Left  ,  an 
 automated  application  security  testing  provider,  asserts  a  37%  YoY  reduction  in 
 Mean-Time-to-Remediate  (MTTR)  software  vulnerabilities  when  culture,  relationships,  and 
 commitment to security were in sync to affect the outcome.  8 

 Establish Security Checkpoints 
 A  good  measure  of  how  deeply  security  is  integrated  into  the  SDLC  is  to  look  for  the 
 checkpoints where security is either explicitly or implicitly mentioned: 

 If  the  first  time  that  the  application 
 team  thinks  about  security  is  at  the 
 end  of  the  PLC  when  seeking 
 approval  to  deploy  to  production,  it 
 will  be  expensive  to  retrofit  with 
 security practices. 

 If  security  is  viewed  only  as  an 
 extensive  Excel  checklist  that  is 
 seldom  updated,  it  is  still  in  a 
 waterfall  mentality  and  must  be 
 updated.. 

 Security  should  become  second  nature  when  developing  an  application.  It  is  as  much  a  part 
 of  the  process  as  peer  reviews  and  proper  documentation.  Those  two  places  are  the  lowest 
 friction entry points for security to become part of a team’s culture. 

 Almost  every  client  team  that  we  work  with  at  Keyhole  Software  has  some  sort  of  checklist 
 they  run  through  when  doing  peer  code  reviews.  It  generally  includes  items  like  proper 
 linting and formatting, double-checking requirements, UI/UX comps, etc. 

 8  2022 AppSec Progress Report  . ShiftLeft, 2022. 

 7  Conducting An It Security Risk Assessment.  ISACA,  2020. 

 6  Secure Software Development: Best Practices, Frameworks,  & Resources  . HyperProof, 2022. 
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   Suggestion:  Bring  security  concepts  into  the  day-to-day  development  tasks, 
 including peer code reviews. 

 We  suggest  including  a  few  items  on  that  list  for  security  (e.g.,  “is  proper  role-based 
 authentication  on  the  API  included”).  This  helps  bring  security  into  the  subconscious  of  every 
 developer  on  the  team.  Architects  can  also  help  in  the  effort  by  including  clear  zones  of 
 ingress, egress, and DMZ in their high-level system documentation. 

 Adopt Zero Trust Principles 
 The  Zero  Trust  Model  is  a  key  component  of  secure  enterprise  applications.  Rooted  in  the 
 principle  of  “never  trust,  always  verify,”  the  philosophy  behind  a  Zero  Trust  network  assumes 
 that  there  are  attackers  both  within  and  outside  of  the  network,  so  no  users  or  machines 
 should be automatically trusted.  9 

 Over  the  last  20  years,  ZT  has  become  an  all-encompassing  strategy  that  reaches  far 
 beyond the firewall—no aspect of the digital environment can be explicitly trusted. 

 If  an  application  is  built  to  assume  that  there  are  some  places  where  the  application  can  trust 
 things  to  be  secure  and  shortcut  some  common  sense  security  practices,  that  is  the  place 
 where the surface area has just increased.  9 

 9  Zero Trust Architecture: NIST Special Publication  800-207  . NIST, Rose et.al., 2020. 
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 Security Surface Area 

 No  single  strategy  will  ensure  a  custom  application  is  completely  secure  from  every  possible 
 threat.  Reducing  the  application’s  surface  area  for  attacks  is  an  effective  strategy  that  can  be 
 used  in  conjunction  with  other  best  practices  to  keep  the  organization’s  data  and  users 
 secure. 

 One  of  the  top  ways  to  decrease  the  surface  area  of  a  custom  application  is  through  cultural 
 changes.  If  every  architect,  developer,  QA,  and  Product  Owner  has  security  in  mind,  this  will 
 tend  to  lessen  the  surface  of  what  can  be  attacked.  Any  kind  of  cultural  change  is  unlikely  to 
 happen  in  a  vacuum,  so  there  are  strategies  that  can  be  employed  to  slowly  shift  the  inertia  of 
 the team towards security.  10 

 Source Code 
 When thinking of the surface area of an application, the source code is the first place to start. 

 The  security  of  an  application  running  is  typically  at  the  front  of  everyone’s  minds,  with  little 
 attention  paid  to  the  security  of  the  source  code  that  is  used  when  building  the  application.  11 

 Source  code  is  incredibly  valuable,  and  a  leak  can  significantly  damage  an  organization,  but 
 still,  most  entities  neglect  its  protection.  Enterprise-level  companies  like  Adobe,  Microsoft, 
 and even Github in 2020 have had source code leaks in recent years.  9 

 Keeping  an  up-to-date  list  of  which  users  have  active  access  to  the  source  code  is  critical.  We 
 recommend  that  our  clients  take  care  to  be  sure  that  proper  audit  logging  is  in  place  to  know 
 who  modified  what.  Ensure  that  all  repositories  are  private  by  default.  These  simple  additions 
 to an enterprise’s DevOps team help everyone. 

 Source Code Analysis Tools 
 There  are  tools  available  to  periodically  scan  public  code  repositories  like  GitHub  to  ensure 
 that  no  private  IP  is  inadvertently  leaked  to  the  public.  More  attention  should  always  be  paid 
 to  the  management  of  the  source  code  itself  rather  than  the  use  of  analysis  tools.  However, 
 analysis tools, when used in conjunction with other strategies, can be a good place to start.  12 

 Having  both  static  (SAST)  and  dynamic  (DAST)  analysis  tools  in  place  helps  ensure  there  are 
 no  obvious  bugs  or  vulnerabilities.  11  In  fact,  we  recommend  using  a  variety  of  different  SAST 
 and  DAST  tools  in  combination  to  best  analyze  the  security  of  your  source  code  throughout 
 different parts of the SDLC  13 

 Tools  like  CodeDx  or  SonarQube  are  becoming  industry  standards  in  this  area.  However,  as 
 long  as  a  tool  is  able  to  compare  source  code  and  dependencies  against  CVEs  and 
 well-known security mistakes, it is more than sufficient to fill this requirement. 

 13  On the Adoption of Static Analysis for Software Security  Assessment  . Nguyen-Duc et. al.,  2021. 

 12  Practicing DevSecOps: Source Code Security Analysis  .  Balaban, Network Computing, 2021. 

 11  Best Practices for Source Code Management  . Berecki,  Endpoint Protector, 2022. 

 10  DevSecOps Culture  . Snyk, 2021. 
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 There  are  different  schools  of  thought  when  it  comes  to  how  often  to  run  these  scans.  Some 
 teams  require  them  to  be  run  after  code  is  checked  in  before  it  is  even  built.  Others  require 
 them  to  be  run  a  week  or  so  prior  to  deploying  the  code  to  production.  The  right  answer 
 really depends upon the application and use case. 

 One  compromise  to  these  two  extremes  is  to  have  nightly  or  weekly  builds  of  the  code  that 
 always  run  through  the  analysis  tool.  The  agile  teams  should  then  budget  in  a  few  hours  each 
 sprint  to  address  any  issues  that  the  tool  finds.  The  barrier  to  entry  is  very  high  for  legacy 
 applications,  and  it  is  difficult  to  retrofit  any  new  use  case  onto  an  existing  application.  Being 
 honest and reasonable about timeframes helps a large code base come up to compliance. 

 On  the  note  of  running  nightly  or  weekly  builds,  another  trap  that  teams  can  fall  into  is  only 
 running  a  build  and  tests  (both  unit  tests  and  integration  tests)  when  there  is  a  new  commit 
 to the source code that produces a new build. Code tends to get worse over time, not better. 

 This is clearly manifest in how the code base targets its third-party dependencies. 

 Best Case Scenario  Reality 

 The  best-case  scenario  is 
 that  an  application  uses 
 exact  versions  for  its 
 dependencies,  and  those 
 dependencies  also  use 
 exact  versions  for  their 
 dependencies, and so on. 

 What  usually  happens  is  that,  somewhere 
 in  the  dependency  tree,  there  is  a 
 dependency that uses fuzzy versioning. 

 This  can  cause  a  build  that  happens  a  day, 
 a  week,  or  a  year  later  to  pull  in  a  different 
 version of the dependency than before. 

 If  there  is  an  application  that  is  rarely  touched  but  requires  updates  in  an  emergency  due  to 
 regulatory  or  legal  requirements,  having  a  code  base  that  hasn’t  been  built  in  years  will 
 almost always fail to build. 

 It  also  opens  up  the  possibility  of  a  tribal  knowledge  gap  if  the  application’s  primary 
 developers  have  moved  on  to  other  projects  or  left  the  company.  Having  people  on  staff  who 
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 always  know  how  to  build  the  source  code  is  a  critical  step  to  the  long-term  success  of  any 
 application. Keeping builds running on a regular cadence ensures that requirement is met. 

 It’s  important  to  note  that  while  automated  tools  are  effective  for  rapid  vulnerability 
 identification, they should not be the only method used to detect vulnerabilities.  14 

 Dependencies 
 It  is  important  to  ensure  that  a  custom  application  should  leverage  only  dependencies  that 
 are  approved  and  that  all  license  implications  are  understood.  But  in  reality,  sometimes 
 software  teams  will  write  their  own  version  of  the  dependency  rather  than  spending  the  time 
 to go through the approval process. 

 Application  dependencies  can  increase  security  risks  in  and  of  themselves.  15  If  an  application 
 pulls  the  dependencies  from  a  public  repository,  there  is  the  risk  of  a  malicious  actor  gaining 
 control  of  the  repository  and  intentionally  including  a  vulnerability  in  a  new  release  of  the 
 package.  If  the  application  uses  fuzzy  versioning  for  that  dependency,  it  may  bring  in  the 
 security risk inadvertently. 

   There  is  a  strong  push  in  the  DevSecOps  community  to  have  internal 
 dependency  servers  in  place  that  constantly  scan  and  flag  when  a 
 dependency  has  a  known  CVE  (Common  Vulnerabilities  and  Exposures). 
 Getting  this  infrastructure  setup  will  be  a  source  of  friction,  but  it  is  a 
 necessary one to ensure the safety of the underlying data. 

 The surface area of a custom application is not just in its dependencies, it’s in its input as well. 

 In  a  Zero  Trust  model,  data  that  comes  into  an  API  from  any  client  should  not  be  given 
 preferential  treatment  because  it  originated  from  one  source  as  opposed  to  another. 
 The  framework  or  language’s  underlying  libraries  should  be  used  to  sanitize  and  escape  any 
 potentially  harmful  input  that  can  come  through  the  API  request  body.  The  usage  of  these 
 libraries  should  not  be  left  up  to  the  developers  themselves  but  should  be  an  intrinsic  part  of 
 the  application’s  architecture.  It’s  easy  to  forget  to  call  a  .sanitize()  method  in  one  API  to 
 expose its misuse inadvertently. 

 The  Zero  Trust  model  also  requires  periodic  scans  for  internal  and  external 
 vulnerabilities  .  16  Periodic  third-party  penetration  tests  are  a  great  way  to  have  a  fresh  take  on 
 how  the  application’s  APIs  are  constructed  and  provide  an  opportunity  to  see  things  from  a 
 different angle. 

 16  How Does Zero Trust Security Work?  Guidepoint Security,  2022. 

 15  DevSecOps: What Tools to Apply Good Security Practices  .  Sanvoisin, Padok, 2020. 

 14  How to Choose the Right Source Code Analysis Tool  .  PITTS. 
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 Do  note  that  some  restrictions  may  be  in  place  from  a  contractual  standpoint  on  what  kinds 
 of  vulnerabilities  can  be  scanned  for.  For  instance,  if  the  company  has  signed  an  agreement 
 with  Microsoft  Azure,  they  are  likely  not  allowed  to  do  port  scanning  on  the  entirety  of  Azure’s 
 infrastructure.  The  Azure  security  team  would  likely  flag  this  as  potentially  malicious  behavior, 
 and  many  conversations  would  ensue.  Keep  this  activity  within  the  confines  of  contractual 
 obligations as well as feasibility and effectiveness. 

   Suggestion:  Encrypt  the  body  of  all  incoming  API  requests  coming  from  an 
 external source to mitigate the risk of a man-in-the-middle attack. 

 Even  though  the  traffic  is  going  over  HTTPS,  having  both  ends  manage  and  rotate  SSL 
 certificates  to  encrypt  the  body  payload  mitigates  the  risk  of  a  man-in-the-middle  attack.  This 
 change  is  likely  going  to  become  standard  in  the  industry  over  the  next  few  years,  so  getting 
 ahead of the curve can pay dividends when it comes to having everyone think about security. 

 Along  with  everything  else  mentioned  in  this  topic,  consider  adding  the  following  to  a 
 security checklist: 

 ●  Do  developers  leverage  tools  (e.g.  Postman)  that  could  inadvertently  send  data 
 outside of the security perimeter? 

 ●  Do you have any geographic data storage requirements (e.g. HIPAA, GDPR)? 
 ●  Do  you  leverage  a  CDN  to  download  static  assets,  or  do  you  host  all  your  own  static 

 assets? 
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 Authentication/Authorization 

 The importance of authentication and authorization can not be overstated. 

 A  vast  majority  of  web  application  security  incidents  include  the  use  of  stolen  credentials.  In 
 fact,  Verizon  found  that  over  80%  of  the  breaches  analyzed  in  its  annual  Data  Breach 
 Investigation  report  were  attributed  to  stolen  credentials.  There’s  been  an  almost  30% 
 increase  in  stolen  credentials  between  2022  and  2017,  making  stolen  credentials  one  of  the 
 most used methods to gain access to an organization for the last four years.  17 

 Third-Party Software vs. Roll-Your Own Auth 
 Any  software  team  that  has  gone  through  the  process  of  getting  a  piece  of  third-party 
 software  or  a  library  “approved”  knows  that  the  process  is  painful,  and  becomes  exponentially 
 more painful the larger an organization grows. 

 One  area  where  this  can  occasionally  happen  is  when  it  comes  to  the  authentication  and 
 authorization  of  an  application.  Rather  than  getting  something  approved,  the  development 
 team can sometimes feel the necessity to write their own security layer into the application. 

 This  is  one  of  the  biggest  mistakes  that  can  happen  in  software  development.  Security  is  so 
 hard  to  get  right,  especially  for  a  team  of  software  developers  whose  specialty  is  in  producing 
 features  for  a  particular  business  or  service  line  and  is  not  entirely  devoted  to  security 
 specifically.  18  Rolling  your  own  authentication  or  authorization  layer  means  the  access  to  grab, 
 insert, and update business data may or may not be secure. 

 Although  it  can  be  harder  to  rely  upon  a  well-tested  piece  of  software  or  library  to  enforce 
 security,  it  is  critical  that  it  be  used.  The  ideal  scenario  is  that  the  security  code  was  written  to 
 be  configurable  (e.g.  Spring  Security)  so  that  it  can  be  adapted  to  fit  into  the  particular  use 
 case of the application. 

 Perhaps  the  organization  has  requirements  that  all  authorization  needs  to  be  through  a 
 custom  HTTP  header,  or  only  via  cookies,  or  needs  to  pull  from  an  enterprise  data  source.  As 
 long  as  the  security  library  is  able  to  accommodate  the  need,  it  is  essential  to  leverage  a  piece 
 of tested and secure software to enforce authentication and authorization. 

 Common Example: User Records 
 Almost  every  single  application  that  we’ve  worked  on  at  Keyhole  Software  includes  some  API 
 or  middleware  layer  that  connects  a  user-facing  UI  to  a  data  persistence  layer  like  a  database 
 or some sort of event messaging systems like RabbitMQ or Kafka. 

 The  default  mechanism  that  these  services  offer  for  authentication  and  authorization  is 
 almost  always  through  the  provisioning  of  a  “user”  record  within  their  system  and  providing  a 

 18  What Your Identity Solution is Missing  . Auth0, Guevara,  2020. 

 17  2022 Verizon Data Breach Investigations Report  -  Basic Web Application Attacks  . Verizon, 2022. 
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 connection  string  to  the  API  to  connect  to  that  includes  a  password.  Putting  this  connection 
 information  into  an  application’s  configuration  file,  with  the  username  and  password  in  plain 
 text, is, unfortunately, the norm in custom applications. 

 This kind of practice certainly violates the  Zero  Trust  principle. 

 Especially  when  considering  that  the  connection  string  to  these  services  can  provide  an 
 attacker  access  to  the  underlying  data—the  most  valuable  asset  of  the  business—it  is  easy  to 
 see  why  this  is  one  of  the  most  common  ways  for  security  vulnerabilities  to  be  exploited  and 
 used for malicious purposes. 

   Suggestion:  Mitigate  risk  by  using  managed  identities  rather  than  ad  hoc  defined 
 usernames and passwords. 

 One  of  the  best  approaches  that  we’ve  seen  at  Keyhole  Software  to  mitigate  this  risk  is  to  not 
 use ad hoc defined usernames and passwords but to use managed identities. 

 This  relies  upon  the  registration  of  a  service  account  (see  the  previous  security  mistake  for 
 more  info  on  service  accounts)  in  whatever  identity  provider  is  in  use  by  the  organization  and 
 provision  that  with  access  to  the  resource.  This  approach  allows  for  a  security  operations  team 
 to  put  account  authentication  monitoring  in  place  in  one  centralized  system  and  lock  out  an 
 account if suspicious activity is detected. 

 Key Suggestion: Credential Rotation 
 It  is  the  unfortunate  reality  that  some  data  persistence  and  messaging  services  do  not  allow 
 for  managed  identity  authentication  and  authorization.  When  that  is  the  case,  the 
 appropriate  response  is  not  to  do  nothing  but  to  put  in  proper  management  policies  and 
 procedures. 

   Suggestion:  Periodically  rotate  credentials  at  defined  intervals  to  minimize  surface 
 area of risk. Use a strategy to allow for zero downtime. 

 For  example,  if  ad  hoc  users  or  service  credentials  are  the  only  way  to  connect  to  the  service, 
 put  in  a  policy  with  the  DevSecOps  or  SRE  team  to  periodically  rotate  the  credentials  out, 
 perhaps  every  60  to  90  days.  This  ensures  that  if  an  attacker  does  get  a  hold  of  stale 
 credentials,  the  surface  area  is  much  less  as  the  credentials  will  have  already  been  rotated 
 out. 

 This  strategy  works  especially  well  if  the  service  can  have  primary  as  well  as  secondary 
 credentials.  Regenerating  the  secondary  credentials,  updating  all  of  the  applications  that 
 connect  to  the  service,  then  rotating  out  the  primary  credentials  allows  for  a  zero  downtime 
 security upgrade. 
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 Additionally,  here  are  some  basic  things  that  Keyhole  recommends  be  added  to  a  security 
 checklist for this topic: 

 ●  Do  you  require  separate  accounts  (e.g.,  Privileged  Access  accounts)  for  the  IT  team  to 
 administer the application? 

 ●  What  is  the  lifetime  of  access  tokens,  and  do  they  include  a  start/end  date  that 
 accounts for any minor clock drift between the issuer and authorizer? 

 ●  Do you validate both the audience as well as the issuer for these access tokens? 
 ●  Are access controls maintained at a row level? 
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 Application Security 

 The  security  of  the  application  is  as  important,  if  not  more  important,  than  the  security 
 around  the  application.  The  architecture,  the  development,  the  QA,  and  every  other  layer  in 
 between  need  to  keep  security  in  mind  to  ensure  a  safe  end  product.  Attackers  will  use 
 whatever holes they find to exploit and get into the data. 

 Common Example: REST 
 REST  is  among  the  most  popular  API  structural  patterns  we’ve  seen  in  applications  we’ve 
 helped  develop.  It  allows  for  the  UI  and  API  to  have  a  homogenous  model  of  how  entities 
 move  between  the  two  respective  layers,  reducing  the  probability  that  a  bug  will  be 
 introduced  due  to  simple  mistakes  like  naming  mismatch  or  a  fundamental 
 misunderstanding of how the data should be modeled. 

 Unfortunately,  the  REST  model  does  not  always  translate  perfectly  into  a  secure  medium  in 
 enterprise  applications.  For  example,  in  a  banking  application,  the  UI  might  need  to  offer  the 
 ability  for  an  administrator  to  search  for  a  user  by  their  first  or  last  name.  Following  the  REST 
 methodology  to  its  logical  conclusion,  the  API  call  must  be  a  GET,  so  the  request  ends  up 
 looking like: 

 GET https://mybank.com/api/users/?firstName=John&lastName=Smith 

 This  API  request  will  likely  have  the  URI,  including  the  query  string,  included  in  the  logs  on 
 the  file  system  or  in  whatever  logging  system  is  in  use.  This  can  expose  the  Personally 
 Identifiable  Information  (PII)  in  a  potentially  unaudited  or  non-auditable  system,  opening  up 
 the  organization  to  legal  liability.  This  means  that  the  development  team,  and  potentially 
 the  architects,  will  need  to  be  aware  of  what  can  be  included  on  the  query  string  and 
 what can’t. 

 The  recommended  way  to  allow  for  this  functionality  out  of  the  API  would  be  something  to 
 the effect of: 

 POST  https://mybank.com/api/users/search 
 {“firstName”: “John”, “lastName”: “Smith”} 

 Although  it  is  a  POST,  we  are  using  the  verb  not  to  create  something  but  to  find  a  list  of 
 things.  This  is  a  simple  example  but  illustrates  an  interesting  architectural  implication  of 
 using REST. 

 There  are  some  other  fundamental  ways  to  prevent  this  kind  of  thing  from  happening.  Using 
 action  APIs  instead  of  REST  (e.g.  https://mybank.com/api/users/SearchForUsers  )  is  one 
 option.  Another  option  is  to  use  GraphQL,  where  more  focus  is  placed  on  the  body  and 
 everything flows through a similar structure. 
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 The  REST  example  should  hopefully  illustrate  how  an  architectural  choice,  implemented 
 without  a  thought  to  the  security  behind  it,  allows  an  attacker  to  exploit  the  intention  of  the 
 application for malicious purposes. 

 Network-Level Security 
 There  are  other  architectural  choices  that  Keyhole  Software  promotes  that  require  a  little 
 upfront investment to ensure long-term safety. One of those is network-level security. 

 An  application  deployed  to  the  cloud  has  an  inherently  larger  attack  surface  than  one 
 deployed  on-prem.  Ensuring  that  the  only  traffic  that  can  reach  resources  that  comprise  the 
 application  is  coming  from  a  trusted  source  helps  reduce  this  surface  area.  Locking  out  where 
 the  traffic  can  leave  the  resources  also  helps  ensure  that,  if  an  exploit  does  occur,  the  network 
 traffic is unable to escape to an untrusted and unknown destination. 

 The  same  can  be  done  on-prem,  with  network-level  isolation  so  that  only  components  that 
 are configured to talk to each other can talk to each other. 

 On  the  subject  of  network  traffic,  there  are  various  tools  available  to  cloud  resources  to 
 prevent  common  exploits.  A  WAF  (Web  Application  Firewall)  is  a  level  7  technology  that  does 
 things like preventing SQL injection and other techniques favored by attackers. 

 Azure  has  a  WAF  built  into  its  App  Gateway.  You  can  deploy  AWS  WAF  on  Amazon 
 CloudFront  as  part  of  your  CDN  solution,  the  Application  Load  Balancer  that  fronts  your  web 
 servers  or  origin  servers  running  on  EC2,  Amazon  API  Gateway  for  your  REST  APIs,  or  AWS 
 AppSync for your GraphQL APIs. 

 However,  if  the  organization  is  using  a  hybrid  or  multi-cloud  approach,  it  might  be  more 
 appropriate  to  choose  a  third-party  WAF  vendor  that  is  not  specific  to  one  particular  cloud. 
 Rules  can  then  be  enforced  at  a  single  source  of  truth  rather  than  duplicated  between  cloud 
 vendors. 
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 NETWORK ACCESS EXERCISE: 

 1.  Identify  your  network  access  points  to  understand  where  hackers  can  access  your 
 network. These are the areas of your network that need unimpeded visibility. 

 2.  Determine  what  normal  traffic  looks  like.  Using  this  information  you  can  establish  a 
 baseline  of  normal  traffic  flow  to  which  you  can  compare.  What  kind  of  traffic  do 
 you see through your firewall on a daily, weekly basis? Use 

 3.  Segment  your  network  by  areas  that  need  visibility.  Break  traffic  areas  down  by 
 percentages  to  determine  where  you  need  visibility—  how  much  traffic  is  by  email 
 vs. Application 1 vs. Application 4? 

 4.  Use  those  segmentations  to  divide  and  sort  network  traffic  based  on  certain 
 classifications.  Segmented  networks  also  make  it  easier  to  assign  or  deny 
 authorization  credentials  for  employees,  ensuring  no  one  is  accessing  information 
 they should not be. 

 Payload Encryption 
 Through  our  work  with  clients  in  a  consulting  capacity,  we  have  noticed  an  interesting 
 increase  in  the  use  of  payload  encryption  and  the  benefits  found  by  using  it.  It’s  an  excellent 
 way to increase security throughout the lifecycle of network traffic. 

 Consider the graphic that follows: 
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 While  still  leveraging  HTTPS,  payload  encryption  prescribes  that  the  sender  and  receiver  have 
 an  SSL  certificate  exchange  offline,  then  encrypts  the  payload  of  HTTP  requests  (e.g.  POST, 
 PUT) so that the receiver can decrypt and ensure the payload kept its original form 
 throughout the lifecycle of the network traffic. 

 This  approach  can  help  mitigate  the  risk  of  a  MITM  (man-in-the-middle)  attack,  but  it  can  also 
 be considered part of the cultural change to a more secure future. 

 No  one  strategy  will  mitigate  all  attacks,  so  having  the  team  constantly  thinking  about 
 security during the SDLC ends up producing a more secure application. 

 SSL 
 It is a standard industry practice to use SSL certificates to encrypt traffic. 

 From  an  operations  perspective,  SSL  certificate  rotation  is  always  a  challenge.  It  requires  a 
 team  to  track  when  the  certificates  expire,  plan  for  potential  downtime,  and  understand  how 
 the  cert  chain  affects  different  computers  and  browsers.  There  is,  unfortunately,  no  silver 
 bullet to SSL certificate rotation. 

 There  is,  however,  one  strategy  that  we’ve  seen  be  effective  at  preventing  downtime.  It  uses 
 the  primary  by  default,  but  if  the  decryption  fails,  it  can  then  attempt  to  use  the  secondary 
 certificate. 

 Configuration Strategy  Recycling Certs = No Downtime 

 When  the  application  must  do 
 something  like  payload 
 decryption,  configure  it  to  have 
 a  primary  and  a  secondary 
 certificate.  The  logic  in  the 
 application  can  select  which 
 certificate to use. 

 This  allows  the  operations  team  to 
 recycle  the  primary  certificate  first, 
 get  everything  working,  and  then 
 recycle the secondary cert. 

 The  application  still  has  no  downtime 
 and  gets  all  of  the  benefits  that 
 encryption brings. 

 Serverless  is  also  a  popular  paradigm  when  developing  applications,  especially  stateless 
 microservices.  Stateless  can  be  misleading,  though,  as  state  has  to  be  stored  somewhere.  This 
 is usually in a database or a persistent data storage layer. 

 Encrypting  the  data  at  rest  is  potentially  more  important  than  encrypting  the  data  in  transit. 
 Therefore,  understanding  where  the  data  lives  at  rest  is  crucial  to  a  secure  application.  There 
 are  some  strategies  that  can  be  employed,  such  as  BYOK  (Bring  Your  Own  Keys)  that  ensure 
 whatever  cloud  vendor  is  being  used  cannot  decrypt  the  data  stored  in  that  vendor’s  data 
 centers. 
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 Keeping  a  handle  on  what  the  application  stores  to  the  cloud  vendor  can  make  a  lift-and-shift 
 less  feasible.  Prior  to  the  advent  of  a  Zero  Trust  methodology,  certain  considerations  could  be 
 made  that  the  data  was  more  secure  within  the  confines  of  the  organization's  firewall  and 
 within the data centers it owns. 

 With  a  cloud  application  being  hosted  on  and  run  by  a  third  party,  knowing  what  the 
 application  stores  and  how  it  stores  it  needs  to  be  the  first-class  decision.  The  application  logs, 
 though  typically  not  considered  to  be  bona  fide  storage,  need  to  be  in  the  discussion  for 
 security.  There  is  always  low-hanging  fruit  when  it  comes  to  logs,  such  as  not  returning  an 
 entire stack trace in an API result. 

 Something  less  subtle  is  keeping  track  of  what  can  and  can’t  be  logged.  For  instance,  the 
 date/time  when  a  log  occurred  is  fine,  but  logging  a  person’s  full  name  in  an  application  log 
 could  be  a  HIPAA  violation.  Having  the  developers  be  aware  of  considerations  on  PHI/PII 
 helps  ensure  this  does  not  happen.  Especially  when  access  to  the  application  logs  is  not 
 audited and monitored in the same way as activity on the application itself. 

 Cloud Configuration 
 Attackers  will  use  whatever  vector  they  can  to  achieve  their  goals.  With  applications  no 
 longer  residing  within  the  safety  of  a  company’s  data  center,  it  has  become  even  more 
 important  to  ensure  that  an  application  deployed  to  the  cloud  is  configured  correctly  has 
 become  even  more  important.  Most  of  the  time,  the  misconfiguration  is  on  the  application’s 
 end.  There  are,  however,  instances  of  a  cloud  vendor  inadvertently  leaking  configuration  (e.g., 
 CosmosDB needed regeneration of encryption keys  in  2021). 

 The  best  way  to  keep  the  configuration  of  an  application  secure  is  to  have  the 
 DevSecOps/SRE  team  manage  the  configuration  via  an  IaC  (Infrastructure-as-Code)  tool  like 
 Terraform.  This  ensures  that  the  team  understands  the  dependencies  of  new  configurations 
 as  they  are  deployed  to  various  clouds.  Additionally,  any  configuration  should  be  contained 
 inside  of  a  cloud  resource  dedicated  to  secret  management  (e.g.  Azure  KeyVault,  GCP  Secret 
 Manager, AWS Key Management Service). 

 This  keeps  the  versioning  and  values  of  the  individual  configurations  managed  outside  of  the 
 applications  where  they  are  used.  Access  to  the  underlying  configuration  values  can  also  be 
 controlled  through  managed  identity,  which  removes  yet  another  attack  vector  in  case  a 
 malicious  actor  gets  access  to  a  connection  string  with  credentials  embedded  in  it.  Network 
 security  between  the  secret  manager  to  the  application  resource  that  pulls  the  configuration 
 adds yet another layer of security. 

 SIEM 
 On  the  topic  of  monitoring  the  application’s  activity,  having  a  SIEM  (Security  Information  and 
 Event  Management)  is  now  a  default  requirement  rather  than  a  nice-to-have.  19  Cloud  vendors 
 typically provide their own SIEM, such as Azure Sentinel. 

 19  What is SIEM and Why is it so Important?  DevOps School,  2020. 

 © 2022, Keyhole Software |  KeyholeSoftware.com  | Expert  Consulting. Knowledge Transfer. 
 Page  21  of  28 



 Having  a  SIEM  is  not  as  simple  as  installing  one  and  checking  a  box  on  a  security  review. 
 Knowing  which  team  will  be  monitoring  the  recommendations  produced  by  the  SIEM  is 
 critical  to  keeping  the  application  secure.  Sometimes  it  will  be  the  manager  of  the 
 application  team  that  needs  to  review  the  events.  Sometimes  it  is  an  enterprise  operations 
 team.  Whichever  team  monitors  it,  someone  needs  to  keep  track  of  what  is  happening  to  the 
 application, who is doing the actions, and follow up on any potentially suspicious behavior. 

 Lastly, consider adding the following to a security checklist: 

 ●  Are record IDs included in the URI of the UI? 
 ●  Do you keep private keys or passwords in source control? 
 ●  Does  the  CI/CD  system  deploy  to  various  environments  via  managed  identity  or 

 credentials on the machine? 
 ●  How  is  access  to  administer  the  CI/CD  system  configuration  governed  and  monitored, 

 and how is gatekeeping for various environments configured? 
 ●  Are  the  application’s  static  files  served  with  standard  security  headers  (e.g., 

 Content-Security-Policy)? 
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 Security Assessment Checklist 
 Due  to  the  increasing  complexity  of  the  application  landscape,  many  businesses  have  trouble 
 determining where to start when it comes to improving application security. 

 Individual  applications  must  be  understood  in  their  current  states  before  a  strategic 
 improvement  approach  can  even  be  defined.  As  an  organization,  you  must  analyze  your 
 current security risk so that you can allocate resources to the most imminent threat. 

 The  following  are  some  of  the  top  areas  to  review  and  be  aware  of  at  the  individual 
 application level. 

 State of Application As a Whole 

 When does the application get the most use and how much does usage fluctuate over 
 time? Is there a compelling event or time frame driving the change? 

 What architecture documentation exists? Is it up-to-date? 

 Who are potential threat actors? 

 What security mechanisms are in place? Examples: identity and access management, 
 compliance, firewalls, endpoint security, etc. 

 What functionality accesses system-critical resources or user personal information? 
 (invoked through API calls or hard coded into app) 

 What Authentication/Authorization patterns are in place? 

 ●  What parts of your application do not follow the Zero Trust Principle (Never Trust, 
 Always Verify)? 

 ●  What is the lifetime of access tokens, and do they include a start/end date that 
 accounts for any minor clock drift between the issuer and authorizer? 

 ●  Do you validate both the audience as well as the issuer for these access tokens? 
 ●  Are access controls maintained at a row-level? 
 ●  Do you keep private keys or passwords in source control? 
 ●  How frequently do you audit for strong passwords? 

 Where have you struggled with application-related security issues in the past? 

 What does your application’s attack surface look like? 

 State of Data 

 What is the inventory of servers, databases, and storage footprint? 
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 What sensitive data needs the most protection? (PCI, HIPAA, or GDPR, for example) 

 What architecture documentation exists? Is it up-to-date? 

 Do your apps access their data directly or go through a service/abstraction layer? 

 Are you event-based, OLAP/BI, or highly transactional OLTP? 

 Do you have clean data to start with? 

 What encoding techniques are in use for transmission or storage? 

 What access management is required? 

 What security, privacy, or regulatory requirements affect how data is stored and 
 interacted with? 

 Do developers leverage tools (e.g., Postman) that could inadvertently send data outside of 
 the security perimeter? 

 Do you have any geographic data storage requirements (e.g., HIPAA, GDPR)? 

 Do you leverage a CDN to download static assets, or do you host all your own static 
 assets? 

 Are the application’s static files served with standard security headers (e.g. 
 Content-Security-Policy)? 

 How prevalent are Injection flaws? SQL Injection (SQLi)? 

 State of Application Code 

 Do you frequently find issues like syntax errors, math errors, input validation issues, invalid 
 or insecure references? 

 What technologies and versions are used? Is there fuzzy versioning? 

 How are changes to it developed and deployed? 

 Are there frequent issues with query strings, requests and responses, the use of scripts, 
 memory leakage, cookie and session handling, authentication, execution of third-party 
 components, data injection, and DOM injection? 

 What metrics are available on the current system to measure performance and capacity? 

 What external dependencies do the services have? Hint: craft “dependency maps” of your 
 applications. 
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 What source code analysis tools (SAST or DAST) are in use by your organization? 

 Are all incoming API requests from an external source encrypted? Is there payload 
 encryption? 

 Are all API structural patterns (i.e., REST) architectured with security in mind? 

 Are record IDs included in the URI of the UI? 

 State of DevOps 

 Do you have a CI/CD pipeline in place? 

 Can you deploy parts of your codebase independently, or does everything have to go at 
 once (including data changes)? 

 What automation is already in place? (build automation tools, configuration 
 management tools for installing application packages, orchestration tools for application 
 lifecycle management, automated testing….) 

 Are you using a source code repository? 

 Are you using any automated scripts to deploy applications in prod and non-prod 
 environments? 

 Are you only running the build and tests (both unit tests and integration tests) when 
 there is a new commit to the source code that produces a new build? 

 What SIEM (Security Information and Event Management) is in place? 

 Does the CI/CD system deploy to various environments via managed identity, or via 
 credentials on the machine? 

 How is access to administer the CI/CD system configuration governed and monitored, 
 and how is gatekeeping for various environments configured? 

 What current infrastructure is used? (Storage, compute, network, data collection, 
 on-prem hardware—power, space, cooling—and operating environment, etc) 

 Analyze data flow exchanges between servers. 

 What network access points exist? How are they secured? What visibility do you have into 
 the traffic flow? 

 What type of firewalls are in place? 
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 Is all cloud configuration contained inside of a cloud resource dedicated to secret 
 management (e.g., Azure KeyVault, GCP Secret Manager, AWS Key Management 
 Service)? 

 State of Team Maturity 

 At what point in the SDLC is security considered? 

 Do you require separate accounts (e.g., Privileged Access accounts) for the IT team to 
 administer the application? 

 What trade-offs exist between secure software and development velocity? 

 How siloed are your development, security, and operations teams? 

 Do team members have the necessary knowledge to set standards and expectations for 
 secure governance? 

 Do team members have a preference for testing and analysis tools? 

 Do you need to bring on additional staff or consultants to help adopt secure practices? 

 Are the business stakeholders on board with providing resources for training? 

 Do we have the skill-set to implement and maintain security in the cloud? 

 These  questions  and  their  subsequent  answers  will  help  your  organization 
 determine  some  critical  areas  of  focus  while  moving  toward  a  more  secure  future. 
 The  goal  is  to  make  an  educated  move  by  understanding  the  application’s  specific 
 requirements and state to implement resources strategically. 
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 Conclusion 
 Security  is  now  a  first-class  consideration  when  developing  a  custom  application.  It  is  a 
 moving  target,  so  teams  must  be  built  to  adapt  and  act  quickly.  Applications  must  be 
 architected  where  security  is  weaved  into  the  fiber  of  the  codebase  and  not  as  an 
 afterthought.  Communication  of  what  works,  as  well  as  what  doesn’t  work,  needs  to  happen 
 up  from  the  application  team  to  the  enterprise  architects  in  the  same  amount,  if  not  more, 
 than the other direction. 

 Keeping  an  application  secure  is  a  full-time  job.  If  you  are  interested  in  having  a  security 
 assessment  of  your  application,  or  simply  ensuring  that  the  processes  in  place  don’t  have  any 
 blind  spots,  and  want  insight  from  a  group  of  people  that  develop  applications  for  a  living, 
 then contact Keyhole Software. 

 The  recommendations  in  this  white  paper  are  simply  the  beginning  of  the  kinds  of  security 
 considerations  needed  to  ensure  that  the  data  an  application  collects,  often  the  most 
 important IP of any organization, remains safe and secure. 

 If  your  organization  is  in  need  of  outside  help  or  guidance  on  the  security  front,  reach  out  to 
 us  at  Keyhole  Software.  We  have  a  proven  track  record  of  helping  large  and  small 
 organizations  alike  secure  their  applications  and  networks,  and  we  can  offer  the  same  to  your 
 team. 
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